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Fact sheet for internet use 

The world wide web is not a space without rules! The laws are actually the same as they are 

in the real world.  

One can say: What you share on the internet will stay on the internet. You should bear this in 

mind when you share photos, videos or texts.  

In order to inform you about your rights and legal obligations when going online, we have 

gathered the most important paragraphs of the legal framework for you.  

The right to one´s own image (§ 22 KunstUrhG) 

The right to privacy (§ 201 and 201a StGB) 

Images may only be distributed if the person shown has given their consent. This means that 

except for certain situations (e.g. public events) people need ask for your permission before 

publishing a photo of you on the internet or sharing it via smartphone. This is also the case 

for parties and any kind of situation in which you are vulnerable. Everyone has the right to 

not have photos taken of them in such situations.  

It is an offence to violate your rights (both taking AND distributing images of you). 

The copyright for pictures, videos and texts (§ 15 UrhG) 

You are the author and creator of your own pictures, texts and videos and when you share 

them on the internet then people need your permission if they want to use (copy or distribute) 

any of your material in public.  

The right for a private copy (§ 53 Abs.1 UrhG) 

You can copy a CD for your private use as long as the source of where you got it from is not 

illegal. In Germany, there are no free legal music sharing platforms and you breach the law if 

you download any contents without paying.  

You must not avoid the copy protection of CDs, DVDs, etc. and of course you are not 

allowed to sell any copies or share them on the internet (e.g. sharing platforms).  

You can download, copy and distribute any material that you have created yourself (your 

copyright!). But if you don’t own the copyright (e.g. you have used copyrighted music in your 

video) then this is again only allowed for private use. If you use and share a copyrighted work 

in public without the appropriate permission, you may be violating the owner’s rights to that 

work. Infringing someone else’s copyright may be subject to legal action and you could be 

forced to stop using the work or pay money damages to the copyright owner.  
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There are some more important paragraphs regarding the representation of violence 

(§ 131 StGB), Pornography (§ 197 StGB) and Cybermobbing: 

Pornography: It is not allowed to offer, show, give or provide access to pornographic 

material to anybody under 16. If children under 16 receive such material, they are perceived 

as victims. At the same time however, they will be guilty of an offence if they pass on this 

material to anybody else under 16. A person under 16 who films or takes pictures of 

themselves or others involving sexual activity is guilty of an offence. They can be accused of 

producing child pornography.  

Cybermobbing: Cybermobbing is the use of mobile phones, instant messaging, e-mail, chat 

rooms or social networking sites such as Facebook and Twitter to harass, threaten or 

intimidate someone. 

Elements of this crime can be e.g. 

- Blackmailing (Art. 156 StGB) 

- Slandering and Defamation (Art. 173 StGB/ Art. 174 StGB) 

- Insulting behavior/ provocative insults (Art. 177 StGB) 

- Threat (Art. 180 StGB) 

For the above mentioned the age of criminal responsibility is 10 years. 

 

You can find more information on this topic when you go to www.smiley-ev.de (in German) or 

www.polizei-beratung.de (in German) 

  


